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File No.30/ECI/TERR/SOU3/TS/2019-(6) 

svoJl m -PI- rf 6 " 

s.No. I y (R> - Pf'7^1 ■ 

PUCs dated 07.03.2019 and 09.03.2019 received from the office of CEO 
AndJpmdesh w.r.t this office letter dated 07.03.20,9 (refuge 3*/^) 

forwarding therewith a representation receive o of individuals by 

of Parliament, Rajya Sabha regarding illegal access to uigi 
Telugu Desam Party. 

Vide PUC dated 07.03.2019, O/o CEO, AP informed that the allegations 
regarding electoral rolls with coloured photographs is concerned, it "as been 
enquired^ in the CEO office 1-given to.ybt.y of 

access » - ^—1 roll database, are being awaited. 

v ., pTTr dated 09 03 2019, CEO AP has also informed that the electoral 

srsKsrsai* 

photographs with anybody / agency. 

The electoral rolls data without photographs >7^* ^ °° Py 

lias been shared with all the recognized pol.ttcal part.es tn the State. The soft py 
of ndf electoral rolls with photographs has not been shared wrth anyb«iy. The 
Electoral Rolls without photographs in image pdf format has also been oste on 
CEO website i.e. public domain. 

Submitted for kind information and orders please. 

1KU krai, cef> -eitR sWl-fc 

OtLUA^O 

' /Cjk V 4^ K 




i b'°'' 


i ^ pu-e 




















=r - 


-? 


fy ( c a / 

C '-{*J- fLj C~f l^Vv/<l Jr P(JCj 

7 r -7777 ^ 

of'tfS . o «/1 , 75/^1) 































ViJAYASAI REDDY 

..JVf/BER OF PARLIAMENT 

. . KAJYASABHA 



Flat No. 201, Brahmaputra, 

Dr. Bishambar Das Marg, 

New Delhi -110 001 
Ph: 011-23324041, Mob: +91-90131 81425, 
Email: venumbaka.vr@sansad.nic.in 



To, 




Shri Sunil Arora, 

Chief Election Commissioner of India, 
Election Commission of India, 
Nirvachan Sadan, 

Ashoka Road, 

New Delhi- 110001. 


W n 


Hyderabad, 

19.02.2019. 
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GuL: Ar.dhrc Pradesh - illegal Access to Digits! Data cf individuals by Telugu Desam Par 
- Complaint - Action - Reg. 



/fa 

Sir - 2^| V" 

I am Sri V. Vijayasai Reddy S/o V Sundara Rami Reddy aged 60 years, resident of Visakhapatnam, $r*>- 
Andhra Pradesh, occupation.Member of Parliament (Rajya Sabha). i am associated with YSR Congress Party 
(organization). While studying about the practices of electioneering in view of the general elections in Andhra 
Pradesh in the coming few months , I came across the information on the use of certain mobile phone software 
applications by the cadre of Telugu Desam party (TDP) through the newspapers . 

To gain a better understanding, I went through the website of Telugu Desam party (TDP) 
(www.teluqudesam.org) and the official face book page of Telugu Dessm Party .In these, a mobile phone pit? 
application called “Sevamitra” was described. This was meant feu people who were registered as TDP^/' 
members to gather information about voters and to work for the win of the party in the elections in 2019. ’ 


Through confidential friends, who were members of the Telugi. Desam Party,I could gain access to a 
“user name" and “password” of one account of “Sevamitra'’ application 

From the study of: 

a) Official website of Telugu Desam Party(TDP) 

b) Official page of TDP on www.Facebook.com 

c) Webpages associated with 2 ip addresses. 

(i) 118.135.110.181 

(ii) 164.100.132.219 

Which are ip addresses related to servers used by M/s Blue Frog Mobile technologies Pvt. itd 

d) www.bluefroq india.comfwebsite of M/s Bluefrog Mobile Technologies Pvt ltd) 

e) . www.itqrids.com (website of M/s IT GRIDS (INDIA) Pvt ltd ) 

f) Google play store and Apple application store 

g) Website of Ministry of Corporate Affairs .Government of India 
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I could find the following details:- 


D 


The Government of Andhra Pradesh utilized the services of Bluefrog Mobile Technologies Pvt Ltd with 
its registered address at D.No.10-50-14/6, 2nd Floor, Sitamlayam Near HSBC, Beside HDFC, 
Siripuram Visakhapatnam ,AP, 530003.Directors of Bluefrog Mobile Technologies Private Limited are 
Phani Kumar Raju Kalidindi, Annapurna Kalidindi, Marupilla Jyothi, Jaya Aditya Reddy Pinnupreddy 
and Nagaraju Dandu. 

In the implementation of schemes and functions such as Raito Sadhikara Samsta",“National Rural 
Employment Guarantee scheme". AP Irrigation", "Department of women development and child welfare . 
■Guntur Municipal corporation" Sports authority of Andhra Pradesh". Panchayat Ra, AP Tourism 
Development Corporation", etc, the Govt of Andhra Pradesh has utilized the services of M/s Blue frog mobile 

technologies Pvt. Ltd. 


Durinq the course of discharge of their work M/s Blue frog Mobile Technologies pvt ltd was given access to 
enormous amount of official data regarding the beneficiaries of various Government schemes and also 
private data of individuals , including their demographic, geographic and other identification features such as 
name, age, gender, address, AADHAR NUMBER", etc 


2) M/s I T. grid (India) pvt ltd has its registered address at flat no# 4b, HIG 90, Sri sathya sai nivas, 6th 
phase, KPHB, Hyderabad, Telangana- 500072 As per the RoC website, Directors of IT Grids (India) 
Private Limited are, Shaik Muneer Basha, Narender Thota, Ashok Dakavaram, Kapa Balaji and 
Dakavaram Srilakshmi Kumari as per the information of the ministry of corporate affairs website. 


As per the Facebook pages of Sri Ashok Dakavaram, he was closely associated with many TDP leaders , 
including Sri.N.ChandraBabu Naidu.CM of AndhraPradesh and Sri.Nara Lokesh, Minister for Information 
Technology, Panchayat Raj and Rural Development, Government of AndhraPradesh 

3) M/s I.T. Grid(lndia) Pvt. ltd developed a mobile phone software called "Sevamitra “and has placed it for 
downloading through Google play store (for android mobile phones), Apple Play store (for iphone 
mobile phones). 


4) The system of functioning of SEVAMITRA and for online enrolment, for Telugu Desam Party: 

(i) Sevamitra application has to be downloaded through the Google play store / Apple app store 

(ii) For signing up, a membership of Telugu Desam Party is required. 

(iii) The approval of membership and password to login are given by a moderator related to 
Telugu Desam party office 
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(iv) Apart from these,the forms for signing up in to the “Sevamitra “ application as well as for 
online enrollment for primary membership of TDP -have a data field which asks for the 
Aadhar/UIDAI number and mobile phone number. Upon entry of the number, there is a 
onetime password (based on SMS sent to mobile phone) confirmation. The details after 
signing up displayed are such as those which were given by any person at the time of 
applying for the UIDAI number enrollment by the government. This clearly shows that a 

private entity had gained access to the entire Aadhar database of all the people of 

Andhra Pradesh, at least. It is an illegal act and is in violation of the guidelines of the 

Hon'bie Supreme Court laid down in Writ Petition (Civii) No. 454 of 2012 - justice K.S, 

Puttaswamv (retd.) versus Union of India and others 

(v) The Sevamitras have a hierarchy of booth -level, mandal level, assembly, constituency level 
coordinating members 

(vi) Each Sevamitra at booth level is given the task of collecting and verifying data of about 100 
voters 

(vii) The responsibities of booth level “Sevamitras “ are:- 

a) Verifying the details already available in the database of the application, about each voter entrusted 

to them for verification 

b) Collecting identification, demographic and geographic information such as telephone number, caste, 

socioeconomic status, availability of the voter in the given address, political party affiliation of 
the voter, etc 

c) Verifying the details of the Government sponsored schemes of which the voter is a beneficiary, 

available in the database. 

By studying the functioning of the above mentioned details, the following aspects which are in 
contravention of the existing laws were identified: 

(1) Aadhar data: 

By virtue of being associated with the government related works, M/s Blue frog Mobile 
Technologies Pvt. ltd has access to Aadhar data of the people of Andhra Pradesh. With the 
data of beneficiaries of various Government sponsored schemes, the Aadhar number and 
name of the beneficiary are being matched. The illegal acts being committed with regard to 
the Aadhar data are: 

a) Hosting the data in private data servers placed in foreign countries, instead of in secure 
government servers.These details were evidently stolen or misappropriated. 

b) Sharing of personal identification data of individuals by the govemment(beneficiaries of 
schemes,etc) with a private company without the consent of the concerned individuals. 
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(2) Voter data: the data such as voters, booth wise- such as name, age, gender, address of a voter is 
published by the Election commission of India. But, surprisingly, the “Sevamitra mobile application displays 
the color photographs of each of the voters along with other information. 

There was no request made by any political party in Andhra Pradesh for color photographs of voters nor 
does the Election Commission of India have any record of having provided such data to any political party or 


individual. 


From the above, it is evident that through a conspiracy among unknown government employees, M/s Blue frog 
Mobile Technologies Pvt. ltd and its employees and M/s I T. grid (India) Pvt. Ltd and its employees, there was 
an illegal access to digital data of individuals, involving theft or misappropriation of data. 

By coiiating various sets of data , the color photograph, name ,age .gender father's name, address .poilmg 
booth number, mandal, assembly constituency, the various benefits provided to the individual through 
government sponsored schemes .family identity number and details of family members are being compiled by 
M/s I.T. Grid(lndia) Pvt. ltd. 

Through illegally acquired data . without consent of individuals the above people were making the 
identification .demographic .geographic , socioeconomic data available to unauthorized people, i.e., Sevamitra 
application users. The availability of such information in public domain poses great risk to each and every voter 
in Andhra Pradesh. 

Hence, I request you to kindly initiate action against these violations u/s 120B, 379,188 IPC and section 77 of 
Information Technology act. 

Enclosed with this report is a summary of screenshots taken of various pages of Sevamitra application. 

With Regards, 


Yours Sincerely, 
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ELECTION COMMISSION OF INDIA 

Nirvachan Sadan, Ashoka Road, New Delhi-110001 


No. 30/ECI/TERR/AP/SOU3/2019 1 b 


To 


Dated 5 th March, 2019 


Subject: 

Sir, 


The Chief Electoral Officer, 
Andhra Pradesh, 
Amaravati. 


Illegal Access to Digital Data of individuals by TeJugu Desam Party 
(TDP) - complaint- Action - reg. 


I am directed to forward herewith a representation dated 19.02.2019 (copy 
enclosed) received from Sh. V. Vijayasai Reddy, Member of Parliament, Rajya Sabha on 
the subject cited above. In this regard, you are requested to submit a factual report on the 
complaint latest by 7 th March, 2019. 


Kindly acknowledge. 


Yours faithfully, 

. A 

(K.P/S&gh)- 

Under Secretary 
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OFFICE OF THE CHIEF ELECTORAL OFFICER 

OFFILtur ANDHRA PRADESH 

Vth Block, AP-Secret^at^olagapudkAn^rava^ 


i PttPr No. ^3 5VBecs B/A1/2019i5 
To 

Sri K. P. Singh, 

Undersecretary, 

Election Commission of India, 
Nirvachan Sadan, 

Ashoka Road, 

New Delhi — 1 1 0 001. 


natpri 07.03.2019 


Ref:- From the 
dt.05.03.2019. 


Sir, 

sub:- Illegal Access to Digital data of indi '' icl ^' s b _ y ™ ugU DeSam 
Party (TDP) - Complaint - Report - Furnished g 

ECI Lr NO-30/ECI/.TERR/AP/SOU3/2019, 

—:o0o:-- 

.. , « thP iPtrer cited I submit that the representation 

of Sri V. Vijayasa^Reddy, ^ party h^s^been deferred 

Of ponce, Andhra Pradesh 

and Telangana for a report. 

w.,.. “zzs " 2 : ^ssssats, 

that data has not been given to y y state Election Commission 

“ - electoral roll 

database. The reports from them are awaited. 

I. therefore, request you to place the matter before the 
Commission for information. 

Yours faithfully, 

Sd/- 

CHIEF ELECTORAL OFFICER 

<^o , 

2<ri/\ ikw> 

SECTION OFFICER 


//Forwarded By Order// 


/U 
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PEont pl*s\ 


babuA i a s 

CEO, sea 1 T,11 ' :fn ^' :i; ' n | , fn.n^/Farniai 


To 

The Principal Secretary to Govt. 
IT,E&C Dept., 

A.P. Secretariate, 

Velagapudi. 




i*» 0 7 MAR 2019 7? 


Sub: Factual Report - Complaint on 


Illegal Access to Digital Data of Individuals 


R er"cV 1 TT e 0SEMT(SWD,/5/2O 1 9.E-GOVd t .7.3.19 


DearS ' r a k l wish lo inform you that no leakage of personal data of the 

W,th reference ,o your letter cited above J Society (RTGS, to any political 

citizens of Andhra Pradesh, has happened from Real Time 

party or to any mobile application mentioned herein in the complamtctte . 

, letter has cit ed that there is a leakage of Digital Data of Individuals to 
The complaint mentioned in RTGS In the 

a Political party. I. may be noted that there is no mentioning of leakage 

complaint. p Mo bile Technologies 

assoc, ated/entered into any agreement with RTGS in any capa ty 

RTGS. . . , 

„„„.-« <~ »«»on® " " “ “ 

rr .—«—• .. —r„“ 

1. The People ^ dcpa „ ments usi „ g se cored protocol 

encryption keys and can only be accessed y g dtps hv anv Registered 

through APIs and whitelisted registered IPs. Accessing the data from RTGS y Rag 
and Authorised User also leaves an audit trail. Hence there is no scope for data leakage 

RTGS. 


REAL UmTgOVERNANCE SOCIETY (RTGS), 5^2238. AMARVATI. 

I Floor, I Block. Andhra Pradesh Secretariate, Velagapud, 
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u 2 vide GO MS no 2, dated 06-09-2017, RTGS has been constituted with a clear 

obiective of providing hassle-free governance to the citizens by leveraging technology 

_departments. 


and 


integrating 



This involves integrating data from multiple departments, reaching citizens for grievance 
redressal and seeking feedback on the services offered by the Government, enrolling 
citizens in the ongoing program of Pra|a Sadhikara Survey - that helps providing benefits 
to all deserving beneficiaries and thus promoting inclusion. Hence, RTGS is only focuse 
on enhancing standards of service delivery to the Citizens and promote good governance, 
but has nothing to do with providing undue advantage to any Political Patty dunng 

elections. 

Govt of Andhra Pradesh has taken the initiative of linking of Virtual IDs of all 
households including the socio-economic details and the demographics with the 
informed consent of the citizens that is digitally recorded. The repository of this data is 
called as 'People's Hub' and the process of collecting data voluntarily from the citizens 
using informed consent is called as "Praia Saadhikaara Survey" or "Smart Pulse Survey . 
which is an ongoing activity. Govt of Andhra Pradesh has entrusted this responsllbiliuty 
to Dept, of RTG. This complete activity Is compliant with all the Sections and 

Regulations of "Aadhaar Act 2016 • 

The crux of Aadhaar Act 2016 mentions the following. 

a. The individual beneficiary to identify him/her using Aadhaar and use any 
form of authentication to receive a benefit 

b. The Service provider to seek Aadhaar of the Individual Beneficiary only 
after collecting the 'informed consenf and restricting the usage of 
Aadhaar only for the purpose mentioned. 

c. To have a mechanism to store the consent forms. 

d. The State to form a 'Core Data Authority' to govern the usage of data. 


3. RTGS has not have provided any of the database in question that is said to be in 
the possession of the particular Private Agency mentioned in the complaint. 
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a v in'} the Govt of Andhra Pradesh 
a. Further Complying with the “Aadhaar Ac 

T Has JL 'informed consent' from the citizens before collecting the information and used 

the cUta only for the purposes informed to the citizens, which include the following: 

e. issuing Benefits to the citizens proactively, based on their e« 
allowing the excluded deserving beneficiaries to be given wi 

Schemes. 

E g- Provided more than 26 Lakh new Ration Cards 

f Providing an opportunity for the citizens to register with new Schemes ,n 

a seamless manner without involving middlemen in a hassle-free manner, 

by linking various databases - both within the State Government and as 

rk- of lndia - 

well as GoVt , . 

eg. Enrolled more than 4,5 Ukh unemployed youth under 
•Mukhyamanthri Yuva Nesthanf Scheme by linking multiple databases 
which include - RTA, Education, Civil Supplies etc. from the State Govt 
Departments and EPFO, ESI etc. from Col in the shortest possible time of 

one week. 

- Providing timely relief to the victims of natural calamities by reaching them 
on time and estimating the damage in a fool-proof mann 
e.g: Ensured settlement of compensation for the victims of Tltlf Cyclone in 

a record time. 

h The list of such beneficiaries includes other flagship schemes offered by t e 
State - such as Tasupu Kumkuma' covering9S Ukh women, 'NTR Bharosa 
Pensions' covering 54 Ukh beneficiaries and 'Chandranna Beema 
enrolments covering more than 2.3 Crore beneficiaries and Central 
Sponsored Schemes such as NREGA. 

i. Besides the above, the data from People Hub is also used to proactively 
inform the Citizens in case of any emergency situations such as natural 

calamities. 

s. To be compliant with the Aadhaar Act 2016, AP Govt has established 'Core Data 

Authority-, which is responsible for the guidelines governing the usage of data in People 
Hub. 


>8824/2019/MLO-HRD-ITCOI 

6. The efficiency of usage of People’s Hub lies with the fact that the State Govt, of 

( Andhra Pradesh - as a Registered User Agency for the UIDAI (Unique Identification 

Authority of India) - makes use of authentication of Aadhaar electronically, whic 
establishes the identity of the beneficiary. It is important to note that the entire Aadhaar 
data including the demographics and the biometrics of the citizens is stored only m the 
'Central Identity Repository (C1DR)’ of UIDAI in a secured manner. 

7. People Hub contains the data declared by the citizens of Andhra Pradesh - which Is 
also secured using Encryption backed by extremely stringent algorithms, in line with the 
regulations mandated by Aadhaar Act 2016. 

8. It is also important to know that People Hub data is not available on internet. The 
data in People Hub can only be accessed by the Registered Govt Agencies for the specific 
purposes mentioned above using high level secured protocols cannot be accessed by any 

unauthorised agencies. 

9. The data in People Hub is encrypted using extremely complex algorithms and is 
stored in the Servers of State Data Centre (SDC) - owned by the State Govt of Andhra 
Pradesh. This means the following: 

a. The data from People Hub cannot be accessed by unauthorised Agencies 

b. The data from People Hub cannot be decrypted (which means read / view 

by unlocking) by unauthorised agencies 

c. The data, which is accessed by 'Permitted' Agencies leaves a digital audit 
trail - enabling us to know who used the data, who is the end user and when 

the data was used. 

10. By virtue of the above security measures and the versatility gained by linking with 
multiple databases. State Govt of Andhra Pradesh has been able to provide benefits to 
more than 51 Lakh Farmers through 'Annadaatha Sukheebhawa' and 32.27 Lakh 
Farmers under 'PM Kisan' Schemes in a short time and also enrolled 87,52,131 Lakh 
beneficiaries under the scheme of'Ayushman Bharat’ so far by linking Aadhaar and SECC 
data - without actually exposing Aadhaar - which is protected by the Virtual ID called 
Household ID' - an outcome of PSS. Incidentally the state of Andhra Pradesh has emerged 
as the largest beneficiary base under the Scheme of Ayushman Bharat. 
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U. Also, it may be observed tba, such systems of baking Aadhaar with benebciaiy 
databases is practiced by other State governments as well. 


fn 



12. TO keep a vigil on the usage of data and monitoring —ction, the Smte Govt 
of Andhra Pradesh has commenced a unique cyber security wmg ca e 

Cyber Security Operations Center). 

13. APCSOC operates by collecting security logs from Perimeter security devices such 
as brewalls. Intrusion Detection System (IDS). Intrusion Prevention Systems (IPS) and 
collecting security logs from Sever Operating systems. Based on the collected Security 
logs using IBM Security tool & Real time threat intelligence available from threat . 
APCSOC would correlate and analyze the events to identify possible Indicator of 

Compromise (IOC). 


14 It is also important to note that the list of all beneficiaries is also available in the 
public domain and at the village level - ensuring transparency and preventing exclusion 

and corruption. 


15 One of the major takeaways of usage of People Hub Data is to reach the citizens 
for grievance redressal and to enhance the service standards using the feedback solicited 
from the citizens. To enable the same. Govt, of Andhra Pradesh has implemented a 
mechanism of Call Center, called ' Parishkara Vcdika' Popularly known as '1100 Call 
Center’. Many other states also have similar citizen call centers. And the call data is also 
strongly secured properly by using encryption technology and the aggregated data is 
shared only with the concerned departmentto improve the service efficiency. 


16. The Govt of Andhra Pradesh Strongly dismisses the claim of the data leakage from 
Govt, databases, as all the procedures followed are consistent with the prevailing Acts. 
The data cannot be accessed by unauthorised agencies and any usage of data can be 
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traced using the Cyber Security Expertise housed in APCSOC. Nobody can access the data 
without leaving a trace. 


Therefore, 1 submit the above points for your kind perusal. 1 once again wish to re-affirm 
that RTGS has been practised advance systems of data integration and management and 
there is absolutely no breach or leakage of Digital Data of any individuals to any political 
party or organization mentioned. 


Thank You. 

Velagapudi. 

07.03.2019. 


Yours faithfully, 



Copy to: 

1. The Principal Secretary, Dept, of RTG for kind information. 


/ 
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GOVERNMENT OF ANDHRA PRADESH 
POLICE DEPARTMENT 


Director General of Police, 
Ihra Pradesh. 



To 

The Chief Electoral Officer & 
E.O. Prl. Secretary to Govt., 
O/o the Chief Electoral Officer, 
5 ,h Building, AP Secretariat, 
Velagapudi, AP. 


Ref: 


Rc.No. 47/ Genl. Elccs/2019. Dt: .03.2019 

GE-2019- Complaint of Telugu Desam Party (TDP) on Illegal access to 
Digital data of individuals Reply - Reg. 

> Lr. No. 1351/Elecs.B/A 1/2019-1, Dt:06.03.2019 of Chief Electoral 
Officer, AP. 

*** 


With reference to letter cited, it is to inform that the entire content of the 
petition is not within the purview of the Police Department. Hence, nil reply may 

n 



kindly be considered. | qj 


Yours faithfully, 


(section \ 

l.~~ 

, i,™y 

/Copy to 

' / The Chief Secretary, Govt, of AP, Velagapudi 



IT 


for Director General of 




The Principal Secretary to Govt., Home, AP, Velagapudi. 





CHIEF SECRETARY 
government OF TELANGANA 


Hyderabad. 

SOtl :+91-40-2345 2620 

+91-40-2345 5340 
Fax : +91-40-2345 3700 


. Nn.58/ C F ° /™1"- Dated 07.03,20 19 


TO 

The Chief Electoral Officer, 
Vth Block, A.P. Secretariat, 
Velagapudi 

Amaravathi 



Sub- Illegal access to Digital Data of‘"^^d^Rea 
Desam Party (TOP) - Complaint - Report Called for Reg 


Ref: 1 


ZDU II! i v' w # 

From the ECI Lr. NO.30/ECI/TERR/AP/SOU3/2019, dated 
c T Tfll Q 



2 Lr No.l351/Elecs.B/Al/2019-2, dated 6 3.2019 of CEO, 
Andhra Pradesh, Velagapudi, Amaravathi. 


*** 


factual report as desired by reference 2 d 


cited is enclosed 


herewith. This is for favour of information and further 


^onoccaru arfinn. 


i 


Yours faithfully, 


Chief Secretary 





Government of Telangana 
Police Department 


From .. 

Director General of Police, 
Telangana Hyderabad, 


To 

The Chief Secretary, 
Telangana State, 
Hyderabad. 


Sir, 


Rc.No. Cf | K.W 


dt: t>> o 3 - 1S . 


Ref> l. GO Ms. No 21 dated 06/03/2019 of Government of 
Telangana 

to • t-vno 174/2019 U/Sec.l20-B, 379, 420, 188 
2 ' frc Sec.72 & 66 B of IT Act of Madhapur PS, Cyberabad. 

Telangana State. . n « /n -a/oniQ 

1GP, West Zone, Hyderabad 

, ^rd cited has been enquired. It is to 

„ ,y h ' h rZlt-ZTs -Thummala Lokeswara Reddy, R/o Indu 
Fortune Fields KPHB, Hyderabad Bled a “mplatnt^statmg^dtat senstje 

per 7 al in “°" T s " — by M/S IT Grids India Pvt Ud 
rrTts de s— app.—- 0 — 

individuals . In this regard a 1 registered at Madhapur Police 

and investigation was 

taken up( Copy of the FIR is enclosed for perusal). 

During the course of —« o/m'/s" 

Stadia ££ sihiated'at Ayyappa Society, Madhapur as per the 
procedure in the presence of mediators. 

During the * ' 0 ^ 

such as Hard discs, Mo 1 P . ^he seized material is being 

were seized under the cover o Hyderabad for forensic analysis, 

sent to Forensic Laboratory, Red-Hills, Hyderao 

i f mr /q it Grids India Pvt. Ltd. runs a Sevamitra 
It came to light that M/ p (TDP) which uses sensitive 

APP (application) of “Telugu MB 

,.a-t_ -r*.*-- — 


:2: 

• i u Heine examined and analyzed. 

The ^ sai Rcddy have a,so raised 
"“’"ThTinvestigation in this case is in progress. This is for favour of 
information. 

Yours faithfully, 


(Enel: As above) 


For Director 

Telangana State 
Hyderabad. 


, r General of Police, 




government oftelangana 
ABSTRACT 

r Qr«prial Investigation Team 

„ k , INVESTIGATION TEAM - constitution of Spec Madhapur p.s 

W» S-gj SS 5 “£ - — 4 

Cvberabad u/s 120-B,3/y, *♦ ______ 

cases - Orders - Issued. -— 


HOME<LEGAL) department 

nai 


G.O.Ms.No.21 


; 06 / 03 / 2019 . 

;1 Read: 

,,ni/C3/2019 Dt. 06/03/2019 from the Director 
Letter Rc.No.H31/C3/ ’ Hyderabad. 

General of Police, Telangana State, Hy 

Order: t h. Director General of Police, 

In the letter dated.06.03.20 19 Reddy r/o Indu Fortune 

TS Hyderabad has informed that, Sn • Madhapur Police under 

rTiaV icPHB Hyderabad has Tiled a comp amt o sensitive data of 

£d Police Commissionerate stating that j ^ E , ectoral Rolls , 

individuals including personal etc „ are being possessed illegahy 

beneficiary details of o rids mdia Pvt. Ltd., without consent of 

and are being misused by M/s n u 

individuals. . . n r\ 

2. in this regard, a^ase has Madhapur ^P.sl Cyberabad 

r <179 420, 188 IPC, Sec. 72 & oo d 
and is being investigated into. 

3 In View of the fact that the inveTdgadon in 

of Cyber Crimes involving v^^techno.o^m^ ^ and, focused 

several places other than w Team (SIT) is necessary. Accordingly 
fnvestigation, a Provisions of Criminal Procedure 

following SIT is hereby following officers:- 

Code to investigate the case, w.tn 

. IPS Inspector Genl. of Police, West Zone, 

1) Sri Stephen Raveendra, IPS, Inspector 

(Incharge) o utKnn tendent of Police, Kamareddy District. 

2) Ms. N. Swetha, IPS, Supe crimes, Cyberabad. 

3 Ms. R °hi , h Pri y| d ^ r p l ^',’N^myanpct, Narayanpet District. 

4) Sri G. Sndhar, S D 0 P °,’ „ s y p cyber Crimes, Cyberabad. 

II Qrl B n R s^a" ad d R y ao A® St.’ Commissioner of Police, Madhapur, 

7 , K b Y d Srinivas, Asst. Commissioner of Police, Cyberabad Crimes, 

Cyberabad. Cvher Crimes, CCS, Hyderabad. 

®) ? r ! ^ \3~AAir P T°.ISmor bC o r f PolTce! Cyber Crimes, CC» 








tfr, 


complexity °f th e case - its repor t in the 

mnletion of investigation, the SIT w.ll 
concerned^ Courtof Law, having jurisdiction. 

_ namb of the governor of TELANOANA) 
■BY ORDER AND IN THE NAME OF THE 

RAJIV TRIVEDI 

PRINCIPAL SECRETARY TO GOVERNMENT 

AJ1 Members of the Special Imestigation^^ 

Copy to: . u Hyderbad, Cyberabad and Rachakonda. 

S AdrSSS?oenerai of Police, C.I.D., T.S. 

I f £ £ S sS S Government, Home Department. 

SF/SC. //FORWARDED:: BY ORDER// 0\j^ 

'Action officer 



\ 

Q- tk $/&') _ _ 

OFFICE OF THE CHIEF ELECTORAL OFFICER 

ANDHRA PRADESH 

__ Vth Block, A.P.Secretariat, Velagapudi, Am aravathi 

Lett er No. 1351/Elecs.B/A1/2019-6 Dated: 0903 q 

To 

Sri K. P. Singh, 

Under Secretary, 

Election Commission of India, 

Nirvachan Sadan, 

Ashoka Road, 

New Delhi - 110 001. 


Sir, 


Sub> JJggl A( ^ess to Digital data of individuals by Telugu Desam Partv 
(TDP) - Complaint - Further Report - Furnished - Reg. 


Ref:- 1)From the 
dt.05.03.2019. 

2)This Office Letter No. 1351/Elecs.B/A1/2019-5, dt.07.03.2019 


ECI Lr. NO.30/ECI/.TERR/AP/SOU3/20 1 9, 


-:o0o:~ 

e . * t-, ^continuation of this office letter second cited I submit that th* 

rni? riatlh Ct,0n Comm ' sslon ' Andhra Pradesh has also informed that the electoral 
roll database was not used by anybody or any agencv unauthori^^dix/ fn 

other purpose. The DEOs have also certified that SyTave not^ar^ t h " V 
database with photographs with anybody / agency. e 

The electoral rolls data without photographs in imaae odf format in 
soft copy has been shared with all the recognised poStical pS in !he State 
The soft copy of pdf electoral rolls with photographs has not been shared with 
any body^ The Electoral Rolls without photographs in image pdf format has S 
been hosted on CEO website i.e., public domain. 


Yours faithfully, 

Sd/- 

CHIEF ELECTORAL OFFICER 


//Forwarded :: By Order// 



SECTION OFFICER 

















office of the chief electoral officer 

vthR , „ ANDHRA PRADESH CER 

— Block, A.P.Secretarjat, Velagapudl, Amaravathi 


Dated: 23 0.? 2019 


Letter No l ^l/Elecs.B/AI^Oig-i? 

To 

Sri K. P. Singh, 

Under Secretary, 

Election Commission of India 
Nirvachan Sadan. 

Ashoka Road, 

New Delhi - 110 

Sir, 

^(.05.03.20*9 ECI Lr.N°.30/EC(/.TERR/AP/SOU3/2019. 

3) This offlce uSSr No *°™3.20,9 

4) From the ECI f tf * 09.03.2019 

dt. 18.03.2019 Lr.No.30/ECI/TERR/AP/SOU3/2019, 

6)““^ e O C | 1351 f e N CS , B o A1,2 019- , 1' *’8.03.20,9 
dt.22.03.2019 r.No.30/ECI/TERR/AP/SOU3/2019, 

--:o0o:~ 

in the matter a^calledfoHn the reference fourth^ l SUbmit lhat further re P° rt 
vide this office letter fifth cited However a ^ h& ? a ' ready been furnished 
herewith for perusal. ' owever * a copy of the same is enclosed 

addressed to the Srector S GeneraurpLi^ th A r !lh renCe t0 this office letter 
complaint dt.6.3.2019 received from Sri v l/ ' Andhfa Pradesh for enquiry on 
wherein it was stated that the colour photograSis oTth' MP '’ Rajya Sabha - 
J f e database of the ECI illegally th e DGP ^ hk ! rS are acquired from 

ksm, 5“““™ " vs 

“•««•«« n sit. JSiSRSJSyn; 

This is submitted for information. 


bd/- 

CH,EF ELECTORAL officer 
//Forwarded :: By Order// r ^ ) 

c l — 

SECTION OFFICER 
















( 


OFFICE OF THE CHIEF ELECTORAL OFFICER 

v,hp, , ANDHRA PRADESH ° ER 

vajj£^,. A P -Secreta riat, Vel a8a p UC ||, <m arJ „, h , 

jetteilNo. 1351/Flf»rc 11 

Dated: 18 na onto 


To 


Sri K. P. Singh, 

Under Secretary, 

Election Commission of India 
Nirvachan Sadan, 

Ashoka Road, 

New Delhi - 110 001. 


Sir. 


" by Te,U9U Desam Pady 
R9f ' 

3) This Office Letter No.' 1351/Elecs R/A1/2nio 7 ’ d, °' 7 ' 03 - 2019 

4) From the ECI Lr.No ao/Fri/Tm^rAo,/! 019 ' 7 ’ dt ^ 03.2019 


4)From the ECI 

--:o0o:- 

^ fcu* ci.ee,, submit ^ 


dt. 18.03.2019 


Election Commission And"hJa Pradesh h®" l°, Udh dtad ’ 1 submil that the State 

~ “-d by anyb^-^ar^agency unaltthor^edlv ”* da “ b - 

EOs have also certified that thev have n^t eh * ^ ^ * or an Y °ttier purpose. The 
with anybody / agency The electoral rr>n * ared the database with photographs 

S°™ at "t '’°n copy hZ been shared wSn'afJfe Ph ?° 9r3phs in ima 9 e P df 
State. The soft copy of pdf electoral r^iio lu 6 [ eco 9 n,sed Political parties in the 

with any body. The Electoral Rolls withounDhcrto 0 * 09 ^^ 8 haS n0t been shared 
also been hosted on CEO website l.e„ public doS P ' n ' ma9e Pd ' fomat *** 

Police in the above^tter apart ttemih n ° C , r0SS 0359 has beeri registered with the 
Of Andhra Pradesh Tl^na be,n » taken u <> b * «*> Govemmln® 

received from Sri V.Vijayasai Reddy^P Raiva < Sahh° f "* com P^ int dt.6.3.2019 
the colour photographs of the voters ar<L a ? y S f^ ha ’ wherem i was stated that 
illegally and requested to initiate n ZZt from ^ da ta.ase of the ECI 

Desam Party for such act, has been forwarded T^h"* n- Ct '° n against the Telugu 
A.P., for an enquiry and to furnish an report. t0 ^ Director Ge neral of Police, 

This is submitted for information. 


Yours faithfully, 

Sd/- 

CHIEF ELECTORAL OFFICER 


//Forwarded :: By Order// 






SECTION OFFICER 





















GOVERNMENT of ANDHRA PRADESH 
POLICE DEPARTMENT 


<$ \jy 




From 

Director General of Police 
Andhra Pradesh, 
Amaravathi. 


To 


Sir, 



The Chief Electoral Officer, 

O/o the Chief Electoral Officer 
5* Building, AP Secretariat, 
Velagapudi, Amaravathi, 

Andhra Pradesh 

^^S^Z/GenI^EIecs/ 2019, d t: 20.03 2019 

Sub :-G t neral ElecU°ns- 2 01 9 - Representation from Sri V. viiayasai 

from P h Sabha - Uakase ° f ‘photo” 

H , ' ® C ® C S datab asc - Misuse by IT Grids India Pvt Ltd 

- Regardhtg.~ " AppHcation of Telugu Desam Party - Repty 

" d?iToa 2 m 1/Electi ° nsB/A1/2019 - 9 of CEO - AP ’ 

2) G O.Ms.No.54/HOME (LEGAL-.I) DEPARTMENT, dt: 07.03.2019 

With reference to the memo cited, it is to inform that Sri Vijayasai Reddy 

Election Co ^ ^ ^ repreSCmcd to Chief E '«tion Commisstoner, 
Election Comm,ss,on of India alleging that there is leakage of Election 

data, ' e ' co,our phoi ° 8raphs ° r v ° iers fr ° m ^«*«»>>•« „ f 
lection Comm,ss,on of India illegally and requested to initiate necessatw 

c £0 stnn « ent actlon against Telugu Desam Party for that act. 

^Snec- M tf ” S C ° nneCtiUn lhe ° OVernment of A "dhra Pradesh has formed a 
, P Investigation Team (SIT) vide reference 2- cited to investigate alleged 

LTmtaair data 3nd aftCr C ° mPleti0n ° f Investigation by SIT, the result will 



-- 


This is for favour of information. 


0aXQ -nhiln 


Section 



Yours faithfully, 

Vf f 

for Director General of Police, 

AP, Amaravathi. 





















} 


ELECTION COMMISSION OF INDIA 

irvachan Sadan, Ashoka Road, New Delhi-110001 


No 

To 


•4/RTI/9473/TERR/SOU3/2019 / . 


Dated: -15 th July, 2019 


Sh. Srinivas Kodali, 

B4, S2, Lake View Enclave, Sri Aurobindo Colony 
Miyapur, Hyderabad. ny ’ 

Inforraa.ion under Right i„ formalion Ac , 2ms _ ng 


Subject: - 

Sir, 

I am directed to refer to your RTI application dated 16 06 2019 and to • r 

information sought by you consists of so v ,6 06 - 20 ' 9 ** *« tnform you that the 

g oyy,™cons,stsof50pages. You are requested to pay Rs 100/-® Re 2 no 

page, tfyou require the documents. * ® Rs 200 P« r 

2- If you are not satisfied with the information supplied you may submit » 

rr Au,hority (faa> wi,h,n 30 -*■ ° f - 


Sh. Mukesh Meena, 
Director & FAA, 


Election Commission of India 
Room No. I05A, Nirvachan Sada 
New Delhi-110001 
Ph. No. 011-23052157 


Ashoka Road, 


Yours faithfully, 





(K- y. SttlfK) 

UNDER SECRETARY 


vmH $ m /issued on 

1 6 JUL 238 

^TTRcT STTTTPT 

clwrT<.i»sion of India 
i /Nnw Doihi-1 




















